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Signals Alerting: First steps

cstaley - 2019-12-12

Signals is a brand new feature from the Search Guard team that allows to easily trigger actions based on
data stored in Elasticsearch clusters.

As an example, one can think of an e-commerce platform that uses Signals to detect when the number of
failed payments increases and reaches a certain threshold. There are plenty of use cases across the
industries and Signals allows us to easily extract value from the data. Several scenarios can be applied
without writing a single line of code.

In this post, and others appearing later, we present the Signals in step-by-step demos. We hope this will
introduce it's features and allow you to implement your own scenarios. We will start with a simple watch
that triggers Slack notification when a number of logs drop.

Signals installation

In future Signals will be bundled with Search Guard, thus no extra installation steps will be required. At
the time of writing this post (December 2019), Signals is released as Beta. In order to test it, the Signals
versions of the Search Guard plugin for both Elasticsearch and Kibana need to be installed. The latest
versions can be found on Search Guard versions matrix. Versions containing Signals are listed on the
bottom of the page. The same installation steps are required like for Quickstart, but with specific plugins’
versions chosen.

Signals Demo

Assume we have successfully installed Elasticsearch and Kibana and both are powered with Search
Guard plugins that support Signals.

Kibana ships by default with sample datasets that can be easily installed by clicking “Add sample data”
link on the Kibana homepage.
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Add Data to Kibana

All Logging Metrics SIEM
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Sample eCommerce orders

Sample data, visualizations, and dashboards for
tracking eCommerce orders.

Add data

Sample data
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Sample flight data

Sample data, visualizations, and dashboards for
monitoring flight routes.

Add data

Sample web logs

Sample data, visualizations, and dashboards for
monitoring web logs.

|. Add data

Let us add “Sample web logs” for the purpose of this demo. Once data is added, we can browse it

through “Discover” panel in Kibana.

In our demo, we will send Slack messages when a number of incoming logs drop below a threshold. To
make it work, we need to start with a configuration of a Slack app, so that we can send the messages.

We start with creating a Slack workspace and clicking “Create New App”. When an app is created, we
open “Incoming Webhooks” tab in application settings. A webhook is a URL where we can send Slack

messages to a specified channel through the APl without extra authentication. Authentication is done by

tokens contained within the URL.

Webhook URL

Channel

Added By

httpS:fthUks..slack.comfsewicesf Copy '

#slack-integration

|

Dec 3, 2019

The webhook URL is the only thing we need for the SearchGuard configuration. We click “Signals” on
bottom of Kibana menu, switch to “Accounts” tab, “Add” new account and choose Slack:
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We also need to provide a name for our account and copy the webhook URL.

Create Account

Account slack

Mame

test slack

url

https://hooks.slack.com/services/TSDFDWW/BR7NEAFEC

This finishes Slack integration. Please keep in mind that once the Slack account is configured, it can be
used across several watches.

Let us now define the first watch. In Signals, we choose “Watches” tab and click “Add” button. We provide
some meaningful name for the watch and scheduling mode. For the purpose of this demo, we use “by
interval” mode scheduled every minute. “Definition” section allows specifying the rule that triggers a
signal. We choose “Graph” mode, where the complete watch may be created by clicking Kibana Ul:
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Index
kibana_sample_data_logs X [ x

Put '*' to query indices using wildcard

Time field
timestamp v

The field used for X-Axis

Match condition

WHEN count() OVER all documents FOR THE LAST 1 hour(s) IS BELOW 20

We specify an index and its timestamp, with data that will be used to create rules. “Match condition” will
trigger signals whenever the number of all documents within an index in the last hour is below 20. This
simple check is extremely popular in practice. Once the number of logs decreases dramatically, this
means there is something wrong happening with the system.

ACCOUNTS

P Emai

o Webhook

4
i

= Elasticsearch

PagerDuty (comming soon)

2

The Graph Mode presents values of the specified condition changed with time. This helps a lot to specify
a proper threshold to fire a signal.

Next, we define an action to be triggered when the condition is matched. By clicking “Add” - “Slack”,
Slack action will be added. In order for action to work, you have to select a slack “Account”. Also, you can
template action "Body" text using mustache and watch results. To see the watch query results, click the
"watch results" link you see in the help text below the "Body".
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Action

. myslacksink

Sends mes:

sage on Slack

@ Mame
e myslacksink
Themttie Pariod

signals

fean Emaj

:got

Seconds

2
Body
Totol: {{dots,mysearch,hits.total,value}}

Properties available to the template

“dota

“my

search”

“total” ]
“successful": 1,
“skipped™: 0,
“failed™: 0

h

“hits®: {

“zotal®: |
“volue™: 4,
“relation™: “eq

|8

“max_score”! null,

“hies®: O

Slack notifications will be sent within a minute after saving the watch. “Dashboard” presents statuses of

each watch run:

Dashboard Watches Accounts

Execution History

Tl search

CSD3Z4BWY-DKuaPSohy
hySa3z4BWY-DKuaPxanhy
MSZIZAEWY-DKuaPeYhd
id

Rows per page: 10

Exec End |

December 7th 2018, B-55:32 am

December 7th 2018, B-54:32 am

December 7ih 2018, B-53:37 am

Exec End

Status

Stnfus

[@ »~  Last 30 minutes

‘Watch id

traffic going down
traffic going down
traffic going down

Watch id

In order to stop the watch, we need to update it and switch off the “Active” flag.

Update Watch

General

Name

traffic going down

Schedule
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Within a few easy to click steps, we were able to create a useful watch that triggers Slack notifications. If
you find it interesting, please the other posts to see other Signals features.

Where to go next

e Deep dive into all Signals features by reading the documentation
e Download and install the latest Signals versions

e Ask any questions on the Search Guard Signals forum

Image: Shutterstock / mix3r

This article was published on the Search Guard blog: https://search-guard.com/blog/signals-elasticsearch-alerting/
Search Guard is Security and Alerting for Elasticsearch and Kibana — search-guard.com - Start a free trial
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