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Starting our journey end of 2013, Search Guard has been around for quite a while now. It is integrated in
and compatible with many enterprise grade software solutions. In this short article we want to share with
you a small selection of those integrations.

Red Hat OpenShift Logging Stack

Search Guard is integrated in the Red Hat® OpenShift logging stack via the OpenShift Elasticsearch
plugin and provides role-based, index-level access control. OpenShift is a container application platform
that brings docker and Kubernetes to the enterprise. OpenShift includes Kubernetes for container
orchestration and management.

Pivotal Cloud Foundry

Pivotal Cloud Foundry is a cloud-native platform for deploying and operating modern applications.The
Altoros Elasticsearch for PCF tile comes with the Search Guard plugin that enables user authentication,
authorisation, and encryption when accessing Elasticsearch.

IBM Spectrum Conductor with Spark

IBM® Spectrum Conductor with Spark enables you to deploy Apache Spark efficiently and effectively,
supporting multiple versions and instances of Spark and a broad set of born-in-the-cloud application
frameworks. Search Guard provides TLS encryption for Elasticsearch on HTTP and transport layer.
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https://github.com/openshift/origin-aggregated-logging/blob/master/docs/access-control.md
https://github.com/fabric8io/openshift-elasticsearch-plugin
https://github.com/fabric8io/openshift-elasticsearch-plugin
https://www.cloudfoundry.org/
https://pivotal.io/platform/services-marketplace/data-management/altoros-elasticsearch
https://pivotal.io/platform/services-marketplace/data-management/altoros-elasticsearch
https://www.ibm.com/support/knowledgecenter/en/SSZU2E_2.2.1/conductorwithspark_kc_welcome.html
https://www.ibm.com/support/knowledgecenter/en/SSZU2E_2.2.1/managing_cluster/ssl_elastic_stack_enable.html
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CA Jarvis

Jarvis the a data analytics platform from CA Technologies . CA Jarvis enables customers to gain real-time
visibility and insights by seamlessly applying the latest data science and machine learning techniques to
large, diverse data sets. Search Guard provides TLS encryption for Elasticsearch on HTTP and transport
layer.

Siren.io

Siren is an investigative intelligence platform delivering a unique investigative experience to solve real
world data driven problems. It provides instant, real-time cross stream intelligence, and can be layered
over your existing sophisticated Big Data Infrastructure and multiple data sources. Search Guard provides
encryption and role-based access control for the Siren platform

SIEMonster

SIEMonster is an Enterprise-grade Security Information and Event Management (SIEM), built on scalable,
open source components. It provides SIEM products for Managed Security Providers (MSSP's) and
Security Professionals around the world. Search Guard is embedded into SIEMonster's product suite and
provides defense-grade security.

Deflect by equalit.ie

Deflect is a robust and innovative website protection service designed to withstand distributed denial of
service (DDoS) attacks. Ir provides DDoS-mitigation service for NGOs, civil society groups, activist
bloggers and independent media. Search Guard provides encryption and access control for Deflect.

Where to go next

e Visit the integrators page on our website
e Integrated Search Guard yourself? Drop us a note and let us know!

¢ Need help in integrating Search Guard? Let us help!

This article was published on the Search Guard blog: https://search-guard.com/blog/search-guard-integrations-enterprise/
Search Guard is Security and Alerting for Elasticsearch and Kibana — search-guard.com - Start a free trial
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https://www.ca.com/us/products/ca-jarvis.html
https://docops.ca.com/ca-jarvis/2-0-4/en/on-premise-solution/configuring/secure-sockets-layer-ssl/set-up-ssl-certificates
https://siren.io/
https://docs.siren.solutions/10.0.0-beta-2/platform/#sentinl-search-guard
http://www.siemonster.com/
https://www.prnewswire.com/news-releases/search-guard-siemonster-increase-security-of-siem-for-the-enterprise-300625395.html
https://equalit.ie/portfolio/deflect/
https://docs.deflect.ca/en/latest/service_providers_list.html#search-guard-by-floragunn
https://search-guard.com/product/#integrators
https://search-guard.com/contacts/
https://search-guard.com/contacts/
https://search-guard.com/blog/search-guard-integrations-enterprise/
https://search-guard.com/
https://search-guard.com/search-guard-free-trial/

